
Date: 26.06.2018 

Subject: Advisory on 9000X Drive 

Severity rating: Medium 

Product: 9000X Drive, versions 2.0.29 and prior 

Summary 

ICS-CERT recently contacted us regarding 
potential vulnerabilities in our 9000X Drive 
affecting versions 2.0.29 and prior.  The 
9000X Drive is deployed in many general 
purpose industrial applications such as 
pumping, material handling, and industrial 
processing. 
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9000X Drive Vulnerability Advisory 
ICS-VU-567913 Communication 

References 

ICS-VU-567913 

Recommended course of action 

Eaton has released a new revision that 
eliminates this vulnerability. Eaton 
recommends all our customers using the 
products above to uninstall the prior version 
before installing the new software. The new 
version (9000x Drive Setup v2.0.38) can be 
downloaded here.  

Other Information  

Cybersecurity standards and best practices 

Eaton recommends that users of the 
affected products follow the 
recommendations outlined in Eaton’s 
Cybersecurity considerations for electrical 
distribution systems whitepaper under the 
section Defense in depth at the link here. 

Support 

For additional information or a list of 
vulnerabilities that have been reported on 
our products and how to address them, 
please visit our Cybersecurity website 
www.eaton.com/cybersecurity or you can 
contact us at 
CybersecurityCOE@eaton.com. 
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