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Date:   February 16, 2016 
 
Subject: Advisory on  iLumin EG2-NA, iLight EG2  
 
Severity rating: Medium 
 
Product:  iLumin EG2-NA, iLight EG2  
 
 
Affected version:  All versions V4.04 and below 
  

1. Summary 
ICS-CERT recently contacted Eaton regarding potential vulnerabilities with our iLight/iLumin EG2 
Ethernet Gateway. This product provides a connection between an iLight/iLumin lighting control 
network and an Ethernet Local Area Network either through an Ethernet Switch or wireless 
router. The product provides secure scene control and visual feedback through an app that 
customers get from the apple store or Google Play store. It was developed in UK and is sold 
across the globe.  

2. Recommended Course of Action  
 
Eaton has released a new revision that mitigates this vulnerability.  Eaton recommends all our 
customers using the products above to upgrade to the latest versions by contacting Eaton 
Lighting Systems & Solutions on the phone numbers or emails addresses listed below. 

 
 EMEA  
 

T: +44 (0)844 324 9100 (available Mon-Fri 9am-5pm GMT) 
E: TechSupportCC@eaton.com 
Americas 
 
P: 1-800-553-3879 
F: 1-800-954-7016 
E: controltechsupport@eaton.com 

 

3. References  
4. ICS-VU-601346 

 

5. Other Information  
 

Cybersecurity Standards and Best Practices 

Eaton recommends that users of the affected products follow the recommendations outlined in 
Eaton’s “Cybersecurity considerations for electrical distribution systems” whitepaper under the 
section “Defense in depth” on the link here. 

 

mailto:TechSupportCC@eaton.com
mailto:controltechsupport@cooperindustries.com
http://www.eaton.com/Eaton/ProductsServices/Electrical/Support/Cybersecurity/index.htm#tabs-3
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Support 

For additional information or a list of vulnerabilities that have been reported on our products and 
how to address them please visit our Cybersecurity web site www.eaton.com/cybersecurity  or 
you can contact us at CybersecurityCOE@eaton.com. 
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