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Change Log Sheet

Change Log Sheet

Revision Date Mobile App Version Chapter, Description of Change

A June 2024 1.0 Official release of the Eaton Remote Monitoring
Applications Guide.

B July 2024 1.0 . .
e Added new image to Figure 23

e Added instructions on how to delete user accounts
based on the role assignment to the 2.3.5 User Menu
section .
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Welcome to the Eaton Remote Monitoring Application

Chapter 1 Introduction

1.1

1.2

Welcome to the Eaton Remote Monitoring Application

The Eaton Tripp Lite Series cloud-connected UPS systems are managed by the Eaton Remote Monitoring
Application supported by Eaton's Brightlayer platform so that users can connect to their UPS anywhere.
Receive alerts, control outlets, or shutdown devices — all from the touch of a mobile device or desktop
computer. Whether a user is setting up one or several units, commissioning has never been more
straightforward. The Eaton Remote Monitoring Application can be downloaded from the Apple or Android app
stores.

User Enrollment and Activation

1. Locate and scan the QR code on the left-hand side of the UPS cover or visit the direct link
Eaton Brightlayer Remote Monitoring Application to launch the application in a web browser or to
download it to a remote Device.

Figure 1. QR Code Location

Powered by

Brightlayer

T Device GUID:
Serialized GUID | 33 s xxxx-X)XOX-XXXX-

XXXX-XKXXXXXXXXXX E S
brightlayer-remote-monitoring.eaton.com

QR Code

Web App URL

Figure 2. Web Application Page

F:T-N

Brightlayer REMOTE MONITORING

To provision your device, you can either download the app or launch it in your web browser.

Bt Download the Mobile Application

8 Launch the Application in a browser

Explore Eaton-Brightlayer Enabled UPS Line

Need Help?

o NOTE Chrome, Firefox, Edge, and Safari are the supported internet browsers. Do not use
Microsoft Internet Explorer.
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https://brightlayer-remote-monitoring.eaton.com/login

2. Click the Sign-Up link on the login screen.

User Enrollment and Activation

3. Please read and check the box agreeing to the EATON CORPORATION END USER LICENSE
AGREEMENT FOR Brightlayer Software Suites Remote Monitoring. Then click Next.

Figure 3. Sign In Screen and End User License Agreement

E-T-N

Ernail Address

Keep me signad in

L

L't e 3N aCcoumks

Slgn up

Need Help?

Privacy Palicy

@

F:T-N

Cybtisionr by Cinlifid

License Agreement

LS

EATON CORPORATION END WSER LICEMSE [ ]
AGREEMENT FOR Brightlayer Software Sultes
Remote Monltoring

This End Liser License Agreement (the
“Agreement”) i a legal agreament between wou
and the Contracting Entity {as defired below). For
the purposes af this Agreement, any reference to
“Eaton” shall include the Contracting Entity, its
halding comparny, its affiliates and subsidiaries,
This Agreement, and amy other terms or
conditions notified 1o you, governs your a00ess 1o
and use of Brightlayer Software Suites Remote
Monitaring in all countriesfregions [the “Product
Software”).

Your use of the Product Software is subject to
the terms of this Agreement as set out below
which incorporate by reference our Privacy
SLAtErment & s e 8aton cormyus/en:

iidrrminane’ nalicisgand-wratsmsn Te iy ar

E | hawve read and S eE [0 the Terms & Conditions
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User Enrollment and Activation

4. Enter a valid email address to verify your account. A verification code will then be sent to your email
account. Click Next. Click Next.

5. Enter the verification code and click Next.

Figure 4. Create an Account and Verify Code

Create an Account Verify Email
To register for an Eaton account. You will need to A verification code has been sent to the email
verify your email address to continue. address you provided. Click the link or enter the code

below to continue. This code is valid for 30 minutes.

Email Address

newuser1234@gmail.com Verification Code

XXXXXX

Resend Verification Email

() - S -
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User Enrollment and Activation

6. Enter the account information to complete the account creation. Eaton recommends that the Two-factor
Authentication option remain enabled to prevent unauthorized access to the account. When finished, click
Next.

7. The new user account has now been created. Press the log-in button, and an email notification will be sent
to activate the account.

Figure 5. Account Details

Account Details
Enter your details below to complete account 9
creation.
Welcome newuser1234!
New Your user account has been successfully created with
the email newuser1234@gmail.com.
User
Country Code .
1 v Phone Number (Optional)
Country
us -
Enable Two-factor Authentication @ .
-
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User Enrollment and Activation

8. Click the Activate Account button provided in the email notification.

Figure 6. Email Activation Notification

E:1-N

Hi newuser1234!

Thank you for registering with us, you have been added to
Brightlayer Remote Monitoring System .

In order to activate your account please click the button below.

Activate Account

E: TN © Copyright 2024 Eaton
-

All Rights Reserved

9. Click on Set up to set up an account password.

Figure 7. Set Up Password Screen

F.T-N

Set up security methods
@ newuser1234@gmail.com

Security methods help protect your account by
ensuring only you have access.

Set up required

Password

Hkokk
Choose a password for your account

Used for access

Set up

Back to sign in

Use of this Eaton service is subject to these
Terms and Conditions
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User Enrollment and Activation

10. Create a password that meets the requirements to log into the application. When finished, click Next.

Figure 8. Set Up Password

EF-T-N

Set up password

@ newuser1234@gmail.com

Password requirements:

¢ Atleast 8 characters

* Alowercase letter

e An uppercase letter

e A number

¢ No parts of your username

¢ Password can't be the same as your last 4
passwords

Enter password

ARKRHRXRK% ©

Re-enter password

KRKEERFFFF ©

Return to authenticator list

Back to sign in

Use of this Eaton service is subject to these
Terms and Conditions
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User Enrollment and Activation

11. Set up the authentication method that is available to access the account. Click Setup.

12. Enter a phone number and click Receive a Code via SMS.

Figure 9. Security Authentication Setup

F-T-N EF-T°N

Set up security methods

@ newuser1234@gmail.com

Security methods help protect your account by Set up phone authentication

ensuring only you have access.
@ newuser1234@gmail.com
Set up optional

Enter your phone number to receive a verification

* Google Authenticator code via SMS.

Enter a temporary code generated from
the Google Authenticator app. Country
Used for access

‘ United States v ‘
Setup

Phone number

& Phone ‘

Verify with a code sent to your phone ‘ +1 PR TRTRTRTETETRTS
Used for access

Setup
Receive a code via SMS
Return to authenticator list
Back to sign in Back to sign in
Use of this Eaton service is subject to these Use of this Eaton service is subject to these
Terms and Conditions Terms and Conditions
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User Enrollment and Activation

13. Enter the code received via SMS. Click Verify.

14. Click Continue once the code has been accepted.

Figure 10. Continue Setup

E:T°N FaI-N

Set up security methods

@ newuserl 234@gmail.com

Security methods help protect your account by

. . ensuring only you have access.
Set up phone authentication 2 Sy °

@ newuser1234@gmail.com Set up optional

* Google Authenticator

A code was sent to your phone . Enter the code Enter a temporary code generated from

below to Verify. the Google Authenticator app.
i . Used for access
Carrier messaging charges may apply

Setup
Enter Code

HHHHHH

Verify

REturn o-authenticator |iSt

Back to sign in

Back to sign in

Use of this Eaton service is subject to these

o Use of this Eaton service is subject to these
Terms and Conditions

Terms an ndition
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User Enrollment and Activation

15. Click Create a New Organization .

0 NOTE If joining an existing organization, contact the administrator to obtain the organizational
code and “Click Join and Existing Organization”.

16. Enter the name of the new organization. Click Create Organization.

Figure 11. Create a New Organization

Organization Name
Eﬂ Acme Organization

No Organization

You do not currently belong to an Organization.
You'll need to Join or Create an Organization to use the application.

Create a New Organization

Join an Existing Organization

Create Organization

[ Cancel |
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17. The new organization has been created, and the initial enrollment has been completed. Click Finish,

User Enrollment and Activation

Figure 12. Organization Created Successfully

E=

Welcome newuser1234!

You have successfully created the Acme Organization
organization! Tap Finish to continue to the application.

Figure 13. Organization Management Screen

Organization

Organization Name *
Acme Organization

Organization Code *

7D71B800-BCA9-4FCE-B6C0O-BBOBE2366293

This code cannot be changed

Require Two-factor Authentication (2FA)

Ea

PNG, JPG (300x300px), 2 MB Max.

D

% Upload Organization Logo

Switch Organization

Create an Organization

Join an Organization

Leave this Organization

Permanently Delete this Organization
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User Interface

Chapter 2 Screens and Navigation

2.1

22

User Interface

The Eaton Remote Monitoring Application includes a simple summary and detailed views of the connected
devices. You can view it with a computer browser, such as Google Chrome™, or any mobile device.

NOTE Occasionally clear the browser cache, click the reload button to refresh the Remote
o Monitoring app, or adjust your browser resolution settings. New features and updates
will be released over time, and clearing the browser cache or adjusting the browser
resolution settings corrects login or data visibility issues.

Login Screen

Figure 14 shows the Eaton Remote Monitoring Application login screen viewed on an internet browser. From
the login screen, the user can enter a new enrollment, reset the password, or log in to open the application's
overview (home) screen.

Figure 14. Login Screen

i
E-T-N
Email Address

(] Keep me signed in

Don't have an account?
Sign up

Need Help?

Privacy Policy

O,

F:T-N

Cybersecurity Certified
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2.3  Organizational Summary Screen

Organizational Summary Screen

The Organizational Summary Screen displays information for all organizational groups and devices, providing
easy-to-navigate paths to display information.

Figure 15. Organizational Summary Screen

All Groups
Acme Organization

Acme Organization M summary B Devices 2 = Timeline B Documents
v Acme Test Organization
Timeline 6 Groups 1 7
v Acme Test Child Group
& Aemupsaon ﬂ A o\ o o Acme Test Organization 01 >
0 0 0 1
Alarms Warnings Offline Info View All Groups >
1 @ o somt o | Bl 8
Acm-UPS-001
iew All Events Acme Test Child Group/Acme Test Organization/Acme Organization >
Vi All E > ° o P/ & &
View All Devices >
E-T-N
Table 1. Organizational Summary Screen Sections
@ Organizational Hierarchy Menu ® User Menu
(2 Tabs Menu ® Timeline Widget
® Help Menu @ Groups Widget
@ Settings Menu Devices Widget
Eaton Brightlayer Remote Monitoring Application Note User Guide 934BC3—Rev A 12



Organizational Summary Screen

2.3.1 Organizational Hierarchy Menu

The Organizational Hierarchy Menu manages organizational hierarchy and Devices and allows users to switch
between Organizations and Groups.

Figure 16. Organizational Hierarchy Menu

Acme Organization i

Acme Test Organization 3 2 1
; 4

v Acme Test Child Group

5  Acm-UPS-001

1. Hides or displays the Organizational Hierarchy.

2. Displays the Organizational Hierarchy function to manage Groups and Devices.

Figure 17. Organizational Hierarchy Menu Options

Add Device

Add Group
B Delete Group
GE Move Groups & Devices

®E  Group Management

3. Switches between Organizations if more than one exists.

4. Displays the Organizational Hierarchy.

Selecting a Group in the Organizational Hierarchy Menu will display the Organizational Summary Screen see
Figure 15 .

Selecting a Device in the Organizational Hierarchy Menu will display the Device Summary Screen, which
provides essential information on the status of the UPS. See Figure 31 .
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Organizational Summary Screen

2.3.2 Tabs Menu

The Tabs Menu summarize all of the data for the selected Organization, Group, or Device, as selected in the
Organizational Hierarchy Menu.

Figure 18. Tabs Menu

All Groups

Acme Organization

M summary B Devices i= Timeline B Documents

e Summary Tab- displays information for each Organization, Group, or Device as selected in the
Organizational Hierarchy Menu.

e Devices Tab- when selected, the Device Management Screen displays all devices set up within an
Organization and controls adding or editing those devices.

e Timeline Tab- provides an overall summary of events for a specific Organization or Group that can be
exported into a .csv file.

e Documents Tab- displays Eaton’s Cloud-Connected User’s Guide and sales brochure files.

2.3.3 Help Menu

Help Menu- clicking on this menu will explain how to contact Eaton for help and the privacy policy.

Figure 19. Help Menu Location

o « @

(7] Need Help ?

@ Privacy Policy
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Organizational Summary Screen

Figure 20. Help Menu Information

Privacy Policy

PRIVACY NOTICE /YOUR PRIVACY RIGHTS
Brightlayer Software Suites Remote Monitoring

D (BSSRM SERVICES)

Eaton Corparation ("Eaton™ or “us® or “we” or “our”)
owns and operates the BSSRM Services application
(“Application”) and BSSRM Services web browser

application (Site). Eaton is committed to protecting

General QLIESﬁOI"IS the privacy of those who use the Application and use
the BSSRM Services web browser application
For feedback, questions, or support please email us (collectively, "BSSRM Services™ or “Services'). As such,

Eaton's privacy practices are explained in this Privacy

at BLSupport@eaton.com.
PP Notice ("Motice").

This Notice contains details about how Eaton collects
Emergency Support and uses information from you and the entity you
represent (collectively, the “Authorized Party™) when

. . . . the Authorized Party uses the BSSRM Services.
For immediate support during business hours,

1-877-ETN-CARE, Option 2, Option 9. Whenever you download, install or operate the
BSSRM Services Application or use the BSSRM
Services in any other way, you represent that you are
an agent or representative of an Authorized Party,
and that you have the authority to use the Services
on behalf of such Authorized Party.

This Notice covers only the Services identified above, )

Close

2.3.4 Settings Menu

Settings Menu- provides access to all application user settings and configuration settings.

Figure 21. Settings Menu

0

Organization N
7D71B800-BCA9-4FCE-B6CO-BBOBE2366293

Groups
Configure Hierarchy of Groups, Devices

Notifications
Preferences, Custom Notifications

Users
Configure Users and Roles

00 :
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Organizational Summary Screen

Organizational Management Settings- displays all of the settings available to manage an Organization
(see Figure 13).

Group Management- add, edit, move, or delete Groups within an Organization (see ).
Notification Settings- set and configure alarm, warning, and event notifications via email or text (SMS).

Custom Notifications can also be set (see 6.1 Setting Alerts and Notifications and
6.2 Setting Custom Notifications).

User Management Settings- allows administrators to invite other users or coworkers to enroll in the
Eaton Remote Management Application either as users or as administrators. It also provides control over
deleting, disabling, or enabling user accounts (see 3.1 Managing Users).

2.3.5 User Menu

The User Menu can be accessed by clicking on the User avatar in the upper right-hand corner of the Main
Organization Screen providing an option to view or edit profile settings or to log out of the application.

Figure 22. User Menu

BG New User
newuser1234@gmail.com

2 My Profile

5]  LogoOut

The User Profile Screen consists of the following sections (see Figure 23):

General profile information, such as email, phone number, country, an option to enable multi-factor
authentication, delete your account, and a location to upload an image.

The role that the User holds within the Organization.

Displays customizable language, time zone, and date format preferences.
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Organizational Summary Screen

Figure 23. User Profile Screen

PNG, JPG (300x300px), 2 MB Max,

Test User .
rd
TestUser734@gmail.com
Email
+1XRHHXXXX N
. Phone Number 4 1+
us >
9 Country 4
. Two-factor Authentication

Required by the organization

@ Delete My Account
TU

Upload an Image

Roles

L

Organization Admin
Acme Organization

English

Preferences 3

Language

Time Zone
(UTC-12:00) International Date Line West

Date Format
MM/DDAYYYY

(UTC-12:00) International Date Line West

English -

MM/DDYYYY  ~

Account Deletion if assigned a role of Viewer or Manager

1.
2.

3.

In the User Profile Screen click on Delete My Account.

Click on continue to permanently delete the account.

Delete Your Account?

Cancel

Confirm that you want to delete the account by typing delete into the text box.
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4.

Delete Your Account?

Your account and all of it's associated
nformation and data will be permanent y

deleted. This cannot be undone,

To proceed, type ‘delete’ in the text box
below and then select the "Delete My

Account’ button.

delete

Cancel

Delete My Account

The account is now deleted and the User will be logged out.

To delete an account if assigned a role of Administrator:

Organizational Summary Screen

NOTE

To delete an account, the User must not be an organizational administrator for any
organization. Switch to each organization and then delete it, or grant the administrator
role to another user and then leave the organization. Once the User has left or deleted all

Organizations, the account can be deleted.

1.

2.

In the User Profile Screen click on Delete My Account then press the back button.

Delete Your Account.

You are an organization administrator for one or
more organizations. You must switch to eac
organization for which you are an edministrator, and
then either delete the organization or grant the
gdministrator role to another user and leave the
organization. Once you have deleted or left &
organizations, or are no longer an administrator for

any organization, you can delete your account.

Press the gear icon in the upper right hand corner of the screen and then select the Organization.

o s @
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Organizational Summary Screen

3. Click on Leave this Organization .

Organization

Organization Name *
Acme Organization

Organization Code *

= PNG, JPG (300x300px), 2 MB Max.
7D71B800-BCA9-4FCE-B6CO-BBOBE2366293 O

This code cannot be changed 2 Upload Organization Logo

Require Two-factor Authentication (2FA) o
[ Switch Organization ]
[ Create an Organization ]
{ Join an Organization ]

Leave this Organization

Permanently Delete this Organization

4.  Add or assign the Users to grant the administrative permissions to.

Assign Another User the Organization

Admin Role Before Leaving

As the only organization admin, you'll need to grant
that role to another user before you can leave Acme
Organization. If no other users exist, you'll need to
add users to the organization first.

The QOrganization can also be deleted if you cannot
add other users.

Assign Another User the Organization
Admin Role Before Leaving
As the only organization admin, you'll need to grant

that role to another user before you can leave Acme
Organization.

Cancel ’ Add User{s) Cancel ’ Assign Role

5. Once the new user has been granted the role of Administrator click on leave Organization and the user will
be removed from the Organization.
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Organizational Summary Screen

Organization

Organization Name *
Acme Organization

Organization Code *

F PNG, JPG (300x300px), 2 MB Max.
7D71B800-BCA9-4FCE-B6CO-BBOBE2366293 O

2 Upload Organization Logo

This code cannot be changed

Require Two-factor Authentication (2FA) o
[ Switch Organization ]
{ Create an Organization ]
{ Join an Organization J

Leave this Organization

Permanently Delete this Organization

6. Navigate to the User Profile Screen, and then click on Delete my Account (see Figure 23).

7. Confirm that you want to delete the account by typing delete into the text box.

Delete Your Account?

Your account and all of it’s associated
information and data will be permanently
deleted. This cannot be undone,

To proceed, type ‘delete’ in the text box
below and then select the ‘Delete My
Account’ button.

delete

Cancel Delete My Account

8. The User account is then deleted and logged out of the application.

2.3.6 Timeline Tab

The Timeline information section is a valuable tool that displays active or inactive alarms and events for the
whole Organization. It provides a link to the specific event details and a crucial link to the Event Management
screen. This screen is where you can export events into a .csv file, a feature that greatly aids in data analysis
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Organizational Summary Screen

and reporting. This comprehensive feature helps keep track of all critical events and alarms and can be

accessed via the Timeline navigation tab.

Figure 24. Timeline Widget

All Groups
Acme Organization
| i= Timeline
Timeline
0 0 0 1
Alarms Warnings Offline Info
Active Active Active Past 7 Days

@ 8:11 AM  Connection Restored

05/07/2024  Acme Organization Click to View Event Details @

View All Events Click to View all Events @

Figure 25. Event Details

<« Acm-UPS-001

Connection Restored

Description

Connectivity to the device has been restored

Event Details History
Event Name Connection Restored Last Update Received
Severity Informational Time of Event

Device Details

Name

Group

Model

Serial #

e =@

05/07/2024, 08:11:35

05/07/2024, 08:11:35

Acm-UPS-001
Acme Organization
BC350RNC

3403AV4BC884900002
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Organizational Summary Screen

Figure 26. Timeline Screen

All Groups
Acme Organization
M summary B Devices Timeline B Dpocuments
Q
Status v Date v Type v Device v Group v i
12:56 PM - Acm-UPS-001 . P
@ 05/08/2024 On Utility #3403AVABCEBA900002 Acme Test Child Group < Acme Test Organization < Acme Organization >
12:56 PM Acm-UPS-001 . P
@ 05/08/2024 Input Power Ok #3403AVABCEBA900002 Acme Test Child Group < Acme Test Organization < Acme Organization >
12:56 PM Acm-UPS-001 . . P
L2\ 05/08/2024 On Battery #3403AVABCEE4900002 Acme Test Child Group < Acme Test Organization < Acme Organization CLEARED >
12:56 PM Acm-UPS-001 . .
A 05/08/2024 Input Power Not Ok #3403AVABCEE4900002 Acme Test Child Group < Acme Test Organization < Acme Organization CLEARED >
8:11 AM . Acm-UPS-001
@ 05/07/2024 Connection Restored #3403AVABCEB4900002 Acme Organization >
Items per page 10 v 1-50f5
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Organizational Summary Screen

All Groups

2.3.7 Groups Widget

The Groups Widget provides a view of Groups or Child Groups within an Organizational hierarchy and allows
users to view all Groups within an Organization.

Figure 27. Groups Widget

Acme Organization 0 o @
Groups 1
... Acme Test Organization Click to View Groupsin g 4 @
Organizational Hierarchy
View All Groups Click to View all Groups @
Figure 28. View All Groups

€ Acme Organization @ & NU

status Group Sub Groups Devices Offline Devices Alerts

oo Acme Test Organization [my] ®Bo (- 1 >

Items perpage 10 v 0-00f0

23

2.3.8 Device Widget

Devices can be viewed and managed by selecting the options on the Main Application Page or utilizing the
Organizational Hierarchy.

Viewing Devices Main Application Page
Click on any of the following areas to view a specific screen to view or manage a Device:

1. Navigates to the Device Management Screen, which lists the Devices associated with the Organization
account and allows users to move, add, or delete Devices. (See Figure 30).

2. Navigates to the Device Summary Screen and allows users to display all the details for a specific Device.
(See Figure 29).
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Organizational Summary Screen

Figure 29. Device Widget

All Groups

Acme Organization

i Devices 1

Devices 1

Acm-UPS-001
° Acme Test Child Group/Acme Test Organization/Acme Organization 2 @

0% == 90%

View All Devices 1 @

Figure 30. Device Management

Acme Organ

Acme Organization B Devices = Timeline B Dpocuments

> Acme Test Organization

Q
O Status v Device - Type v Group - Alert Details @
Acm-UPS-001 B Add Device
. 0 % -
| O ° S403AVABCEBA900002 UPS /Acme Test Child Group Jal 0% 9

Items per page 10 -
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Organizational Summary Screen

The Device Management Screen

The Device Summary Screen provides a real-time operational snapshot of all Organization specific Devices -
Status, Device (Name, Serial Number), Type, Group, Alert, and its Details.

Figure 31. Device Summary Screen

Acme Organization Acm-UPS-001
~ Acme Test Organization Online + Normal
~ Acme Test Child Group
B  Acm-UPS-001 I
M summary = Timeline B Documents £ Settings
Details 4 ast Updated: 05/08/2024 07:47 O Loads 5 Properties 7 Ve
N B Loadl ® > {8  Serial Number XXXXXXXXXXXXXXXXXX
~
v (O] -
- Network Card Firmware Version 1.0.2
0% 1239V 28195 98% Timeline 6 &
Percent Load Input Voltage BatteryRe..  Battery Re...
811AM  Connection Restored B Device Install Date 05/07/2024
(D 05/07/2024  Acme Organization 4
U i .
O status Online « Normal ) Battery Install Date 05/07/2024
View All Events >
V'  Output Power ow #  Tags _
1 Output Voltage 1239V B Description
A Input Frequency 60.1 Hz
~ Output Current 0A View All Properties >
View All Details > Trends 8 24Hours v ¥
3000 S
20008
© Coppright 2024 Eton
EF:T-N
Table 2. Device Summary Screen Areas
@ Device Summary Screen Banner ® Device Load Control
@ Tabs Menu ® Timeline
(3 Device Control (@ Device Properties
@ Device Details Trends

1. Device Summary Screen Banner- changes colors, indicating the different UPS operational modes.
e Blue- Online Normal Mode.
e Orange- Online Warning

e Red- Online Alarm
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Organizational Summary Screen

Figure 32. Device Summary Screen Banner

Acm-UPS-001

Acm-UPS-001

Acm-UPS-001

Alarm

2. Tabs Menu:

Summary- displays the Device Summary Screen.
Timeline- provides an overall summary of events for the Device that can be exported into a .csv file.
Documents-displays the Eaton Cloud-Connected User's Guide and sales brochure files.

Settings- general settings that can be set on the UPS.

3. Device control- provides limited control over the Device, such as turning the Device ON/OFF/CYCLE,
running a battery test.

4. Device details- displays an overview of the Device's operating status, trends, and properties.

5. Device load control- gives control over the output load segment(s) associated with the selected Device.

6. Timeline- displays active or inactive alarms and events that can be exported into a .csv format(see
Figure 56) .

7. Device Properties-provides the ability to edit or view the Device information.

8. Trends- displays specific UPS performance data that can be customized and downloaded over a 31-day
time interval.
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Managing Users

Chapter 3 User Management

3.1 Managing Users
The Users Management Screen allows the administrator or other users to add, invite, or remove inactive
members from an Organization.
To access the User Management Screen, click on the Settings Menu then Users (Configure Users and Roles).
AO Organization N
7D71B800-BCA9-4FCE-B6C0O-BBOBE2366293
Groups
Configure Hierarchy of Groups, Devices
B Notifications >
Preferences, Custom Notifications
Users 5
Configure Users and Roles
To add a User, click on the three dots to the right of the page, then select Add User.
To delete or Enable/Disable/or Delete a User, select the User and then the three dots to being up the User
Management Menu.
e ganiaton @ o NU
Q
[J LastName ~ First Name - Email - Phone v Role v Status v
O user New +S  Add User

newuser1234@gmail.com Organization Admin You

Items per page 10 v 1-1¢

27

Fill out the User information. Then select the Invite User button. An email will be sent to invite the new User to
the Organization.

o NOTE The new Users will have to set up an account if they do not have one. See
User Enrollment and Activation .
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Figure 33. Invite New User

Managing Users

Invite User to Acme Organization

Fields marked with an asterisk(*) are required.

First Name
New

Email Address *

newuser2@gmail.com

Country Code v Phone Number

Last Name

User2

A mobile number is required in order to receive SMS notifications.

Select a Role *
Viewer

Assign to Group(s) *

Acme Test Child Group &

Cancel

Invite And Add Another User ]
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Creating a Group Within An Organization

Chapter 4 Group Management

4.1 Creating a Group Within An Organization

1. Click on the Add a Group option on any one of the four areas on the summary screen.

Figure 34. Adding a Group

Organization N
7D71B800-BCA9-4FCE-B6CO-BBOBEZR66293

Configure Hierarchy of Groups, Devices

Notifications
Preferences, Custom Notifications

Configure Users and Roles

All Groups
Acme Organization
B Add Device ry 8 Devices = Timeline B Docu
Groups 3 |° Groups
2 Add Group I
A N ® .
et 0 0 0
Warnings Offline Info e Users
(4} Move Groups & Devices Na
This.
. © m—
b+ Group Management © m—
. . © p— 4 + Add a Group
No Groups No Events
You can add groups to better organize Devices. No Alarms or Events Devices

1 + Add aGroup

& Hide This Panel

© Copyright 2024 Eaton
All Rights Reserved

F:T-N

No Devices
This group has no direct child Devices, but may have Devices in child Groups

+ Add a Device

29 Eaton Brightlayer Remote Monitoring Application Note User Guide 934BC3—Rev A




Creating a Group Within An Organization

2. Enterin aname and then select the parent organization where the new Group will reside. Click Next.

Figure 35. Group Details

New Group

Group Details

Group Name *

Acme Test Organization

e.g. Location, Region, Division, etc. 22/24

Group Short Name
ATC

A short name can be used when displaying a breadcrumb or auto-naming a device 3/6

Parent Group *

Acme Organization (Organization Root)

This structure can also be edited from the main hierarchy page with a drag-and-drop function

° Add Group & Finish m

3. Move any existing Groups to the newly created Group (if applicable).

Figure 36. Move Groups

New Group
Move Existing Groups & Devices to Acme Test Organization

Existing groups can be moved to this group. Moving groups will also move their children.

° Add Group & Finish
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Creating a Group Within An Organization

4. Assign users to the newly created Group.

Figure 37. Select Users

New Group
Select Users to Access Acme Test Organization

Users that belong to the parent of this group are preselected.

NU

Organization Admin

° Add Group & Finish

5. Choose between the default image or upload a new photo to help identify the Group. Click Add Group
when finished.

Figure 38. Display Preferences

New Group

Display Preferences for Acme Test Organization

M Photo Default

° Add Group
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Creating a Group Within An Organization

6. The newly created Group has now been created under the Acme Organization and can now be viewed on
the application Organizational Hierarchy Screen.

Figure 39. New Group

All Groups
Acme Organization
Acme Organization M summary B8 Devices = Timeline B Documents
I Acme Test Organization I
Timeline Groups 1
Q A & @ ®  Acme Test Organization >
= X ]
0 0 0 0
Alarms Warnings Offline Info View All Groups >
© m—
© m— Devices
© m—
No Events
No Alarms or Events
No Devices

This group has no direct child Devices, but may have Devices i child Groups

+ Add a Device

E ‘T.N © Copyright 2024 Eaton
- All Rights Reserved
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Adding a Device

Chapter 5 Device Management

5.1 Adding a Device

Adding a Device Manually
1. Power the UPS ON and verify it is in Online Mode.

2. Connect an Ethernet cable (not supplied) from an active network connection to the port on the UPS.

3. Click on the organization or the group to which the device will be added in the Organizational Hierarchy

Menu.

4. Click one of the three areas of the Group Screen or in the Device Management Screen (see Figure 30).

Figure 40. Add Device Options

Acme Test Child Group

Acme Organization Add Device mary B Devices
~ Acme Test Organization
Acme Test Child Grou 1
i Add Group
Delete Group 0 0
Warnings offline
GE  Move Groups & Devices

© m—

®&  Group Management © m—

© —

No Events

No Alarms or Events

E AT‘N © Copyright 2024 Eaton
- All Rights Reserved

Info

= Timeline

Groups

Devices

This group has no direct child Devices, but may have Devices in child Groups

B Document AQ Organization

>
7D71B800-BCA9-4FCE-B6CO-BBOBE2366293

Groups >
Configure Hierarchy of Groups, Devices

. Notifications
| w

. Preferences, Custom Notifications
Users N
No CFH Configure Users and Roles
This grou | 5

+ AddaGroup

No Devices

3 + Add a Device
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5. Enter all of the required information about the device. Click Save Device.

Figure 41. Add Device

Adding a Device

Add Device to Acme Organization
Fields marked with an asterisk(*) are required when adding a Device.

Assign to Group(s)
Acme Test Child Group

Device Type *
UPS

Device Name *

Acm-UPS-001

GUID* GUID is located on the UPS QR code label

6 tags maximum

Description
Server Rack 1 Room 1

Cancel

Save & Add New Device

11/32

0/36

0/16

20/256

@ notE

The GUID can be found on the QR code sticker on the UPS cover.

Powered by

Brightlayer

Device GUID:
XXX -XXXX-XXXX- 3
XXXX-XXKXXXXXXXXXX E_ -

brightlayer-remote-monitoring.eaton.com

QR Code

Serialized GUID

Web App URL
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Adding a Device

6. The device will now show that it is attached to the group or organization.

Figure 42. Organization Summary Screen

All Groups
Acme Organization
Acme Organization M summary B Devices = Timeline B Documents
v Acme Test Organization
Timeline Groups 1
v Acme Test Child Group
[J P
>
B8 Acm-UPS-001 Q A & o Y Acme Test Organization 01
0 0 0 1
Alarms Warnings Offline Info View All Groups >
Active Active Active past 7 Day
@ 8:11 AM  Connection Restored N Devices 1

05/07/2024  Acme Organization
Acm-UPS-001

View All Events > ° Acme Organization >

0% = 90%

View All Devices >

E AT'N © Copyright 2024 Eaton
- All Rights Reserved

5.1.1 Adding a Device with the Mobile Application

1. Download the Remote Monitoring Application and create an account or log into your existing account.

NOTE If the Remote Monitoring Application has been downloaded to the mobile device, the
o QR code will automatically redirect to the add device screen within the Application. If it
was not previously downloaded, scanning the QR code will redirect the user to the app
store to download it and set up a user account.

Power the UPS ON and verify it is in Online Mode.
Connect an Ethernet cable (not supplied) from an active network connection to the port on the UPS.
Navigate to the Organizational Summary screen and click on devices.

Select the Add Device icon button.

2 T A

Select OK to allow camera access.
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Adding a Device

Figure 43. Adding a Device

O

Allow Remote Monitoring to
take pictures and record video?

While using the app

No Devices found Only this time

+ Add Device Don't allow

Devices

-

7. Scan the QR code on the UPS cover.

Powered by

Brightlayer

Device GUID:
XXKXXXXK-XXXX-XXXX-
XXXX-XXXXXXXXXXXX E_ L

brightlayer-remote-monitoring.eaton.com

QR Code

Serialized GUID

Web App URL
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Adding a Device

8. Edit the Device Name, Tags, and Description. The Product ID, Serial Number, and GUID information will
automatically populate. Click Save Device.

Figure 44. Device Information

Fo:m A *4 l\ Fo:m A *4 “

X Add Device X Add Device

Fields marked with an asterisk (*) are required to
add a Device

Assign to Group
Acme Test Child Group

Network Settings

Current Device Configuration

Ups

Tags

ACM-UPS-001

Description

XXXXXCKRXXKXKXKXK

| ol |

9. Check the Organizational Summary Screen within the Application to ensure the Device was successfully
added.

5.1.2 Device Configuration via NFC
1. Power the UPS ON and verify it is in Online Mode.
2. Connect an Ethernet cable (not supplied) from an active network connection to the port on the UPS.

3. Scan the QR code label on the UPS with an NFC enabled smartphone or tablet device and create an
account if needed.

4. Navigate to the Eaton Remote Monitoring Organizational Summary Screen.

5. Select the Add Device icon button
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Figure 45. Add and Configure Device

© © N o

’ 10:51 A

< Add Device

'A“

Align reticles with QR Code
on back of device

[ Add Device Manually ]

[ @] Configure Device(s) with NFC ]

R

Click on Configure Device(s) with NFC.
Click on + Add New Configuration Profile.

Enter in a Configuration Profile Name.

'A“

Fo:m A
Configure and Add a Device

Select a Configuration Profile

‘ + Add New Configuration Profile l

’/ Cancel }

Select the IPv4 Method, DHCP (Automatic) or Static.

Adding a Device

0 NOTE

must be entered.

If the IPv4 method selected is Static then the subnet mask and default gateway address

10. Set the Proxy IP address and the Proxy Port number.

0 NOTE

An additional proxy user name and password may be required.
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Adding a Device

39

11.

Click Save Configuration Profile. The Profile is now saved and ready to apply to the UPS.

’ 10:51 A \ | \

X Add Configuration Profile

Fields marked with an asterisk(*) are required
fields to add a Device.

Configuration Profile Name*

Site6

[ ¢ Expand All

IPv4 Settings v
< Sites Site Site's

112134561718 9]0
qgqwer t vy ui op
als|difliaglhlijilk]l
Gl z [ xc|vib|n|m}ie

1#1 English (US) -

’

11 @) v S

FU:S‘I A *4 .1
A

IPv4 Settings

IPv4 Method*

DHCP (Automatic)

Static

Proxy Settings A

Proxy Settings
Enabled ®

Proxy |P*
XXX XXX XXX

Proxy Port*

8080

Save Configuration Profile

[ Save & Add New Configuratio... ]

| |

-— I

12. Select a NFC profile.

N ———

Site6

13. Scan the QR code on label of the UPS to obtain the GUID.

Powered by

Brightlayer

Device GUID:

Serialized GUID

XOOOOXXXXXXXXX-
XXOXXOOOOOXXX  [M]

brightlayer-remote-monitoring.eaton.com

Web App URL

QR Code
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Adding a Device

14. Align the phone with the NFC label location on the UPS. A popup will appear if the configuration is
updated. If there is a problem, an error popup will appear with the option to scan again.

o NOTE The NFC label location may vary depending on the UPS model.

Figure 46. UPS NFC Label Location Example

NFC

o

Y
L

15. The device is now updated with the configuration.

Figure 47. Application Update Success

Device successfully updated
with new configuration
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Setting Alerts and Notifications

Chapter 6 Alerts and Notifications

6.1

4

Setting Alerts and Notifications

The Notifications page allows a user to set up individual preferences for receiving notifications of device events

via email and SMS text messages.

Three categories of notifications can be enabled or disabled.
1. Alarms- Alarms, Incidents, Device Faults

2. Warning Events- Threshold Warnings, Device Warnings

3. Device Events- Status Changes, Informational Events

Figure 48. Preferences Notifications Screen

You're currently setting your notification preferences for Acme Organization and the groups you have access to.

Your Preferences do not affect other users.

Alarms
Alarms, Incidents, Device Faults

Email Notifications
Enabled

Text Notifications (SMS)
Enabled

Warning Events
Threshold Warnings, Device Warnings

Email Notifications
Enabled

Text Notifications (SMS)
Enabled

Device Events
Status Changes, Informational Events

Email Notifications
Enabled

Text Notifications (SMS)
Enabled

Account and Organization
Your Account, Organization Changes, Role Changes

Switch Organization
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6.2

Setting Custom Notifications

1. Click on Custom Notifications in the top left corner of the page.

2. Click on the Add Custom Notification button at the bottom of the page or the three dots on the right hand

side of the page to add a Custom Notification.

Figure 49. Add Custom Notification

Notifications
Acme Organization

T Custom Notifications

<

@  Custom Notifications can be created by Group, Device Type, Devices, and/or Events. Custom notifications can be assigned to existing User Accounts or non-user Contacts,

O nName - Device - Events -

Group  ~ Users

_|—I-
-

No Custom Notifications
Custom Notifications can be created by group,
Device Type, Devices, and/or Events. Custom
notifications can be assigned to existing User
Accounts or non-user Contacts.

+ Add a Custom Notification

Notification Types v

@ & NU

3. Select the Group or Organization.

Figure 50. Select Groups

New Custom Notification
Select Groups
All Groups
v Acme Organization
v Acme Test Organization

Acme Test Child Group

[ cancel | .

OO0 o

<]
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Setting Custom Notifications

43

4. Select the Device Type.

Figure 51. Device Type

New Custom Notification

Select Device Types

All Device Types

ors ] ups

:

5. Choose the Device.

Figure 52. Select the Device

New Custom Notification

Select Devices

All Devices

& Acm-UPS-001
Acme Test Child Group < Acme Test Organization < Acme Organization

:
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6. Select the specific event types for the notification.

Setting Custom Notifications

o NOTE Enable the Advanced feature in the top left corner to set a custom notification delay.

Figure 53. Select Event Types

New Custom Notification

Select Events

@ Advanced

All Events

Input Wiring Fault Input Wiring Fault
UPs
Sgser Temperature Over Temperature
Input Power Not Ok O Input Power Not Ok
UupPs
Poor Battery Health [J Poor Battery Health
UpPs
Overload
rl
0pS [J overload
Iun;sernal Fault [ Internal Fault

Offline M Offline

:

Delay

30s

Input Wiring Ok

Device Temperature Ok

Input Power Ok

Battery Health Ok

Load Ok

Internal Fault Cleared

Cannertinn Ractarad

7. Select the User that will receive the notifications.

Figure 54. Add Users

New Custom Notification

Select Users
All Users With Access

New User
21 Organization Admin

:

You
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Setting Custom Notifications

8. Give the Notification a name and enable email or text notifications. Click Add Notification.

Figure 55. Set Name of Notification

New Custom Notification
Select Notification Types

Input Wiring Fault, Over Temperatureevents for Acm-UPS-001 will notify 1 user when active and

when cleared.

Custom Notification Name
Test Notification

e.g. Overload Notification, Security Desk Notifications
Email Notifications
52
= Enabled .
- Text Notifications (SMS) .
Enabled

. Add Notification

9. The notification is now created and active.

Figure 56. Custom Notification Success

Items per page 10

1-10f1

Notifications
<« NU
Acme Organization 0 °
® F r JE Custom Notifications
@  Custom Notifications can be created by Group, Device Type, Devices, and/or Events. Custom notifications can be assigned to existing User Accounts or non-user Contacts.
0 nName ~ Device v Events v Group - Users - Notification Types v
[ Test Notification Acm-UPS-001 Input Wiring Fault and 1 Others Acme Test Child Group New User - >
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