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Microgrid Controller – Power Xpert Microgrid Controller 3000

General
[bookmark: _Toc166510272]Scope
This specification describes the requirements for the Microgrid and Distributed Energy Resources (DER) controller. The microgrid controller shall operate as a standalone controller or integrated into a complete assembly (e.g., switchboard or switchgear).
The microgrid controller manufacturer shall coordinate features of distribution equipment directly related to microgrid DER control and monitoring. 
The microgrid controller shall coordinate and perform basic control functions with the following types of microgrid components: Energy Storage Systems (ESS), Photo Voltaics (PV), generators, UPS (UPS status and alarms only, no control) and other DER assets devices.
References
The codes and standards listed below shall be incorporated into this Specification to the context referenced. The edition/revision of each referenced code and/or standard shall be the most current version available as of the date of the Contract Documents, unless explicitly stated otherwise.
Institute of Electrical and Electronics Engineers (IEEE):
IEEE 1547-2018, “IEEE Standard for Interconnection and Interoperability of Distributed Energy Resources with Associated Electric Power Systems Interfaces”
IEEE Std 1613™-2009, IEEE Std 1613a™-2011, and IEEE Std 1613.1™-2013, “IEEE Standard Environmental and Testing Requirements for Communications Networking Devices in Electric Power Substations”
IEEE 2030.7, “Standard for the Specification of Microgrid Controllers”
IEEE 2030.8, “Standard for the Testing of Microgrid Controllers”
IEEE C37.90, “IEEE Standard for Relays and Relay Systems Associated with Electric Power Apparatus”
International Organization for Standardization (ISO):
ISO 9001, “Quality Management Systems – Requirements”
Underwriters Laboratories, Inc. (UL):
UL 1741, “Standard for Inverters, Converters, Controllers and Interconnection System Equipment for Use with Distributed Energy Resources”
UL 1741 SA, “Advanced Inverter Testing”
UL 1741 SB, “Interoperability Conformance Testing”
National Fire Protection Agency (NFPA):
NFPA 70, “National Electrical Code”
NFPA 70E, “Standard for Electrical Safety in the Workplace”
National Electrical Code (NEC)
North American Electric Reliability Corporation Critical Infrastructure Protection standards (NERC CIP)
International Electrotechnical Commission (IEC):
IEC 60255-1, “Measuring Relays and Protection Equipment”
IEC 61850-3-ed2, “Power Utility Automation”
Federal Communication Commission (FCC)
The microgrid controller may comply with other applicable state regulations and local codes not explicitly mentioned here. 
Information about the microgrid controller shall be provided to help determine compliance to local codes and standards in the jurisdiction of the Owner. 
Type Tests and Certifications:
The microgrid controller shall be compliant to IEC 61850-3 (minimum) for climatic environmental conditions.
The microgrid controller shall have an operating temperature of -40 to 75 Celsius (-40 to 167 Fahrenheit).
The microgrid controller shall be compliant to IEC 61850-3 (minimum) for mechanical environmental conditions.
The microgrid controller shall be compliant to IEEE Std 1613™-2009, IEEE Std 1613a™-2011, and IEEE Std 1613.1™-2013 standard class 2 for LC optical port (minimum). 
The microgrid controller shall have a cTUVus certification.
The microgrid controller shall meet Registration, Evaluation, Authorization, and Restriction of Chemicals (REACH) regulations.
The microgrid controller shall be Restriction of Hazardous Substances (RoHS) compliant.
The microgrid controller shall be Waste Electrical and Electronic Equipment (WEEE) compliant.
The microgrid controller shall have CE marking to meet European market requirements.
Related Sections
Related sections include, but shall not be limited to, the following:
Drawings and general provisions of the Contract, including General and Supplementary Conditions and Division 01 Specification Sections, apply to this Section.
Applicable general requirements for electrical Work specified within Division 26 Specification Sections apply to this Section.
Refer to the following Specifications for additional requirements.
Section 26 24 13.20 Switchboards
Section 26 24 16.33 Panelboards
Section 26 09 13 Electrical Power Management Systems (EPMS)
Section 25 00 10 Intelligent Building Management System (iBMS)
Acronyms
	BESS
	Battery Energy Storage System

	DER
	Distributed Energy Resource

	COTS
	Commercial Off the Shelf

	ESS
	Energy Storage System

	HMI
	Human-Machine Interface, generally a graphic workstation

	MPA
	Modular Power Assembly

	PXMC
	Power Xpert™ Microgrid Controller (PXMC) is the Eaton family of microgrid controllers that manage the interfaces, transitions, and optimization of DER  assets

	PV
	Solar photovoltaic system

	RTC
	Real-Time Clock

	SDLC
	Secure Development Life Cycle 

	SFP
	Small Form-factor Pluggable

	SNTP
	Simple Network Time Protocol

	SoC
	State of Charge

	SOE
	Sequence of Events

	ToU
	Time of Use

	UPS
	Uninterruptable Power Supply
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Qualifications
The microgrid control system manufacturer of software and firmware shall have been engaged in the manufacture, development, installation, and commissioning of the microgrid systems for a period of at least ten (10) years and can demonstrate that these microgrid controllers have been utilized in satisfactory use in functioning systems for similar applications.
The manufacturer of the microgrid controller shall also be the supplier of the power components used within the assembly.
The manufacturer of the microgrid controller shall be an ISO 9001 certified manufacturer.
The vendor shall have implemented an ISO 9001 certified Quality Management System.
Project materials shall be built, tested, and labeled in accordance with applicable NEMA, ANSI and UL standards and installed to meet local regulations and ordinances.
[bookmark: _Toc166510279]Warranty
General Warranty: The microgrid controller hardware shall be protected against defects in manufacturing for a period of ten (10) years. 
Software upgrades shall be included within the warranty for a period of one (1) year after commissioning.
[bookmark: _Toc166510280]Extended warranty services
[bookmark: _Toc166510281]Any requirements for extended service contracts, such as may be required for computers and peripherals, etc.
Submittals
Submit sufficient information to determine compliance with the Contract Documents. Identify submittal data with the specific equipment tags and/or service descriptions to which they pertain. Submittal data shall be clearly marked to identify the specific model numbers, options, and features of equipment and work proposed.
Submit required microgrid controller data and shop drawings specific to each microgrid controller and accessory proposed. In addition, include the following information:
System Architecture Diagram
Documentation including:
User Guide
Sequence of Operations
Operation and Maintenance Manuals
Operation and Maintenance Manuals
The manufacturer of the microgrid controller shall provide one electronic copy of operation and maintenance manuals for all equipment supplied and submitted for approval. After approval of the operation and maintenance manuals, the manufacturer of the microgrid controller shall provide one hard copy of the manuals plus one electronic file copy of the manuals for Owner records.
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[bookmark: _Toc166510283]manufacturers 
Eaton PXMC 3000 (Basis-of-Design)
__________
__________

The listing of specific manufacturers above shall not imply acceptance of their microgrid controllers that do not meet the specified ratings, features and functions. Manufacturers listed above are not relieved from meeting these specifications in their entirety. Microgrid controllers in compliance with the specification and manufactured by others not named shall be considered only if pre-approved by the Engineer ten (10) days prior to bid date.
System Components
[bookmark: _Toc166510307]Installation Configurations
The microgrid controller shall have the following installation configurations:
Standalone (e.g., DIN-rail mounted or shelf-mounted in an enclosure)
Integrated within a switchboard or switchgear.
Integrated within a Modular Power Assembly (MPA)
[bookmark: _Toc166510284]Communication Interfaces – The microgrid controller shall have the following minimum number and types of communication interfaces:
Two independent Ethernet ports for all models.
One (1) Small Form-factor Pluggable-based (SFP) connector at 1Gbit/s.
Two (2) serial ports (RS-232/RS-485).
A USB port on the front panel for maintenance purposes. 
[Metallic Ethernet] [Metallic and Optical Ethernet (LC)].
Storage
The microgrid controller shall have at least 8 GB of non-volatile memory.
Inputs/Outputs – The microgrid controller shall have the following minimum number of onboard inputs and outputs:
Two (2) built-in Form C output relays (on controller module).
One (1) built-in binary input 24 Vdc (on controller module).
24 binary inputs and 12 binary outputs (on digital I/O modules).
Additional IO channels shall be supported using Modbus connected IO modules (e.g., remote IO).
Power Supply
Internal Power Supply:
The microgrid controller shall support an internal low voltage (24-48Vdc) power supply.
AC Power Supply:
If AC is required, then an AC/DC 24V power supply shall be provided.
Uninterruptable Power Supply (UPS):
The manufacturer shall include a 15-minute UPS backup for the controller.
[Extended battery duration UPS backup (e.g., 1 hour or more) shall be provided.] 
[bookmark: _Toc166510288]Environmental Conditions
Operating Temperature:
The microgrid controller shall have an operating temperature of -40° to 75° Celsius (-40° to 167° Fahrenheit).
Microgrid Control Capability
[bookmark: _Toc166510289]Asset Integration:
Vendor Agnostic:
The microgrid controller shall be vendor agnostic. Customers can reduce engineering costs and speed microgrid commissioning time by selecting distributed energy resources for the microgrid system that have been developed and validated by the manufacturer (e.g., the devices on Eaton’s integrated vendor list (IVL)). 
Device Integration:
Device integration shall support pre-validated asset templates (e.g., with communication maps and control interface logic).
Data Interfaces:
Supported inputs from the DER assets shall include monitoring, status, mode, and alarm/health inputs necessary to control the asset.
Control command and setpoints applicable to the DER type including On/Off, local/remote, Run/Stop, and setpoints (including real, reactive power, curtail set point, State of Charge (SoC)).
Asset Interfaces:
The microgrid controller shall support asset interfaces including Modbus TCP, Modbus RTU, and DNP3 as defined in IEEE 1547.
SunSpec Modbus Profiles:
The microgrid controller shall support DER assets with SunSpec Modbus profiles.
Embedded Control Engine:
The microgrid controller shall have an embedded control engine with behavior defined by parameterization/configuration and not direct control code changes (for supported operations).
Advanced or Custom Operation:
If required for advanced or custom operation, the control logic changes shall be possible. 
Supported DERs
The following number of assets shall be supported: 
	Asset Type
	Assets Required by Application Engineer
	Maximum Assets Supported

	Bus 
	[Enter number of assets 0-1]
	1 

	Breaker 
	[Enter number of assets 0-8]
	8 

	Meter 
	[Enter number of assets 0-5]
	5 

	BESS
	[Enter number of assets 0-1]
	1 

	PV
	[Enter number of assets 0-4]
	4 

	Generator 
	[Enter number of assets 0-2]
	2 

	Load
	[Enter number of assets 0-4]
	4 (controllable breaker loads) 


[bookmark: _Toc166510290]If the number of assets required by the application engineer exceed the maximum assets available, then contact Eaton support team.
Control Modes and Sequence of Operations
Control Modes:
Automatic and manual control modes shall be supported. 
While in automatic mode, the microgrid controller shall manage transitions and provide set points.
While in manual mode, the microgrid controller shall provide the ability for the user to initiate transitions (e.g., planned island), provide manual setpoints, and manage loads.
[bookmark: _Toc166510292]Sequence of Operations:
The microgrid controller shall continuously monitor the state of the power system to provide status information and detect outages and other anomalous conditions (e.g., metering information, breaker trip, loss of utility).
The microgrid controller shall support the ability to blackstart  all assets. When in automatic control mode, the microgrid controller will transition to the highest priority grid-forming source and sequentially restore power to loads, and other generating assets (e.g., PV, BESS, and/or generator) configured. When in manual mode, the user shall be able to manually blackstart using one of the grid-forming sources. 
Unplanned Islanding
The microgrid controller shall support automatic system islanding detection by monitoring breaker status, utility status indication, or other signals from the surrounding power system protection.
The microgrid controller shall support the shedding of all controllable loads and the curtailment of PV generation during an unplanned island condition.
The microgrid controller shall support open transition to the next priority grid-forming asset. The customer shall have the ability to specify and change priority of grid-forming assets.
The microgrid controller shall sequentially restore power to the controlled loads according to priority:
Critical loads first
Additional loads (if enough generating capacity is available and by priority)
PV and other generating assets (e.g., BESS) shall be connected after a configured delay and to support the bus.
The microgrid controller shall support automatic transition back to higher priority grid-forming source when available (and when in automatic control mode).
Planned Islanding
When in manual control mode, the microgrid controller shall support planned (e.g., customer initiated) islanding transition to a specified grid-forming asset. This transition shall be an [open transition.] [closed transition.] 
In islanded mode, the microgrid controller shall optimally manage loads, PV, and BESS to maximize renewable energy usage, maintain the desired SoC for BESS, and connect the maximum number of loads while ensuring the stable operation of the islanded microgrid. 
The microgrid controller shall provide automatic load shedding to maintain system stability. The microgrid controller shall shed controlled load based on the power deficit at one or more power sources (utility intertie connections and/or generators). When a contingency occurs, this scheme will shed controlled loads to balance microgrid load with the remaining available generation capacity, thereby stabilizing the system.
The microgrid controller shall continuously monitor system conditions at interval points and determine when it is acceptable to resume real and reactive power flow across these intertie points. The microgrid controller shall close breaker(s) at utility tie point(s) after conditions are satisfied. 
The microgrid controller shall support PV curtailment in all operation modes, assuming PV inverter supports curtailment as well.
Energy Efficiency Optimization Features:
Supported Energy Management Functions:
The microgrid controller shall support the following energy management functions:
Peak shaving/demand charge reduction
Time of Use (TOU)
PV self-consumption 
[bookmark: _Toc166510293]Software Features
[bookmark: _Toc166510294]Protocols and Data Concentration:
Data Gathering Protocols:
The microgrid controller shall support the following industry standard protocols for gathering data from IEDs:
Modbus
DNP3 (IEEE Std 1815™-2012 standard)
Data Sending Protocols:
The microgrid controller shall support the following industry standard protocols for sending data to control centers or enterprise applications:
MODBUS
DNP3 (IEEE Std 1815™-2012 standard)
Open Architecture Integration:
[bookmark: _Toc166510295]The microgrid controller shall support integration with Commercial Off the Shelf (COTS) components into an open architecture and not require or use proprietary or vendor specific protocols.
Security
Secure Development Life Cycle (SDLC):
The microgrid controller shall be developed using a Secure Development Life Cycle that is certified against a third-party standard (e.g., IEC 62443-4-2 or UL 2900).
The microgrid controller shall support a full life cycle vulnerability management and response program. The program shall be publicly available and provide options reporting and receiving microgrid controller notifications of vulnerabilities.
Firmware Authenticity and Integrity:
The microgrid controller shall provide authenticity and integrity checking of all firmware (e.g., all firmware updates are digitally signed by the manufacturer). The signatures of all updates shall be verified before loading.
Cybersecurity Features:
The microgrid controller shall implement cybersecurity features (commonly required by NERC CIP, IEEE Std 1686-2022, and other IED, DER, and Microgrid standards):
Role-based access control.
Applying least privilege to system resources.
Log in management (limit consecutive access attempts and lockout).
Secret based authentication (with minimum length and complexity requirements).
Only necessary ports and services are enabled.
Major functions have associated access level or permissions.
System access management includes system lockup upon failed access attempts.
Password protection shall be enforced.
Supervisory monitoring and control:
Alarms and sequence of events of at least 20,000 entries.
Audit Logging Capability:
The microgrid controller shall support audit logging capability to include:
Audit security related and critical change events (login, logout, failed access, configuration change).
A minimum of 2048 cybersecurity events logged.
Audit logs protected from modification or deletion.
System logs shall be retrieved using a standard system such as Syslog.
Encryption and Certificates:
The microgrid controller shall support at a minimum TLS 1.2 with AES 256 bits encryption.
The microgrid controller shall support X.509 certificates for authentication and encryption key management for protocols. 
Integrated Firewall:
[bookmark: _Toc166510302][bookmark: _Toc166510297]The microgrid controller shall have an integrated built-in firewall.
Time Synchronization
Real-Time Clock (RTC):
The microgrid controller shall have an RTC that maintains accuracy while free running (i.e. when disconnected from the time source) or when the unit is powered off.
Synchronization Protocol:
The microgrid controller’s RTC shall be synchronized using Simple Network Time Protocol (SNTP).
Time Zone Support:
The microgrid controller shall support multiple time zones across client and server protocol instances.
Event Logging:
All time events (updates, source change, etc.) shall be logged.
Configuration Tools
Offline and Online Configuration:
The configuration tool shall allow offline and online configuration of the microgrid controller.
Versioning Support:
The configuration toolset shall support versioning.
Backward Compatibility:
The configuration toolset shall be backward compatible – it shall allow the configuration of older firmware versions and conversion to newer versions.
Configuration Parameter Validation:
The configuration tool shall include a configuration parameter validation mechanism.
Importing Predefined Asset Integration Templates:
The configuration tool shall be able to import predefined asset integration templates (including communication maps, and mapping to the control interface).
[bookmark: _Toc166510298]Visualization and User Interface
Embedded Web Server:
The microgrid controller shall have an embedded web server providing secure remote access to the device without requiring an additional Human-Machine Interface (HMI) configuration.
Embedded Web HMI Views:
The embedded web HMI shall provide the following views:
Dashboard: displaying aggregated source and consumption.
Alarms and Logs: displaying system alarms and warnings.
Trends: displaying real-time power and BESS data. 
Asset Drill Down: displaying a detailed view of the monitoring and status information of each DER on the system. 
Additional Performance Metrics:
The embedded web HMI shall support viewing additional performance and real-time metric on the system (e.g., hero tags).
[bookmark: _Toc166510299]Supported States and Transitions
IEEE 2030.7-2017 Supported States and Transitions:
The microgrid controller shall support states and transitions as defined in IEEE 2030.7-2017, including:
Planned islanding
Unplanned islanding (utility outages)
Blackstart
Grid-Connected Mode:
The microgrid controller shall support a grid-connected mode.
Event Recording and Monitoring
Sequence of Events (SOE) System:
The microgrid controller shall include a SOE system that allows recording critical transitions, I/O, and other operations into non-volatile memory.
[bookmark: _Toc166510300]Alarm and Event Management
Alarm Management System:
The microgrid controller shall include an alarm management system with snooze/clear mechanism.
Remote Accessibility:
The alarm management system shall be accessible remotely (via web browser).
Alarm History:
The alarm management system shall keep the alarm history in non-volatile memory.
Licensing and Upgrades
Licensing:
No additional licensing for the controller shall be required.
Remote Upgradability:
The microgrid controller shall be remotely upgradable.
Microgrid controller Upgrades:
Microgrid controller upgrades shall be made available. See section 3.02.A Optional Maintenance Programs.
Update Availability:
[bookmark: _Toc166510305]Updates shall be available periodically for major/minor releases and as needed to address security vulnerabilities.
Execution
[bookmark: _Toc166510306]General installation
Qualified Installer:
A qualified Installer shall install all microgrid equipment per the manufacturer’s recommendations and provided design documents from the manufacturer of the microgrid controller. All programming, startup and commissioning will be supplied by the manufacturer of the microgrid controller.
Startup Personnel Qualifications: Project participants shall engage specially trained personnel who are directly employed by the manufacturer of the microgrid controller and distribution system protective devices.
Securing Hardware:
All necessary hardware to secure the assembly in place shall be provided by the Installer.
[bookmark: _Toc166510308]Operation and maintenance 
[bookmark: _Maintenance_programs][bookmark: _Toc166510310][Maintenance Programs] 
Off-Site Maintenance:
The [quarterly] [semi-annual] [annual] maintenance program shall be provided for one (1) year after commissioning, and shall include the following:
Site Visits: One site visit per year to review the operation of the microgrid control system.
Software Updates: Updates to the software to ensure uninterrupted and optimal performance.
Reduced Service Rates: Discounted rates for on-call troubleshooting and checking of wire terminations.
Backup Services: Comprehensive backup services to ensure system reliability.
Provided Reports: Detailed maintenance reports provided to the client via email at the conclusion of each maintenance session, including the date and specifics of updates performed.
Phone Support:
[24-hour emergency phone support with an 8-hour response time shall be made available upon request (1-800-498-2678).]
Additional Services:
Additional services shall be specified by the engineer.
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Training Program:
The manufacturer of the microgrid controller will provide a one-day training class for up to five students (unless specified otherwise by the engineer). The course will cover the operation and maintenance of the newly installed microgrid controller.
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